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ABSTRACT 
Decentralized finance (DeFi) protocols are becoming increasingly targeted by cyber 
threats, such as liquidity drain attacks, smart contracts flaw that leverage instant loans, 
and increasingly sophisticated threats that include DarkGate ransomware. We develop a 
hybrid framework that integrates CTI and predictive analytics to facilitate improving 
consensus mechanisms in a blockchain network. The proposed framework is centered on 
three layers, a data collection and processing layer, a security oracle layer that engages 
to mitigate intervention, and a dynamic adaptive mechanism to reach consensus.  
A 250-node testbed was built and deployed with the Hyperledger Besu and Geth 
deployments of Ethereum incorporating hybrid GRU-BiLSTM which utilize GNN's for 
predicting attacks. The results reveal improvements in transaction processing TPS of up 
to +236%, settlement latency improved -75%, fork rate improved to less than 3%, and 
downtime improved from 15% to 1.5%. Statistical tests T-Test and ANOVA also reveal 
these were of high statistically significance at p < 0.01.  
This study emphasizes that bridging functional aspects of AI with adaptive consensus 
mechanisms will be an effective approach at combating advanced cyber-attacks while 
maintaining reliability and resilience in DeFi systems. 
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1. INTRODUCTION 
In recent years, decentralized finance (DeFi) applications have achieved 

unprecedented levels of growth, surpassing the value of tens of billions of dollars in 
the assets locked in the DeFi protocols Prajapati (2025), Goel et al. (2024). 
Applications of decentralized finance depend on smart contracts to perform 
financial transactions in an automated way without traditional intermediaries. 
While smart contracts can offer transparency and operational efficiencies, smart 
contracts have also created significant risks to the blockchain ecosystem when flaws 
arise in the software or logic around the smart contract performance. 
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The greatest potential danger to a DeFi ecosystem arises when a smart contract 
flaw is exploited to enable either an instant liquidity draining attack (ILA) or to lock 
up assets Busari (2025), Parisi and Budorin (2024). Smart contract vulnerabilities 
are often the result of complexities around contract logic, rational economics, or 
inoperative programing Dhillon et al. (2024). Previous real-world financial impacts 
resulting from smart contract vulnerabilities, have caused losses totaling millions of 
dollars in near-up time,  which can lead to skepticism about the possibility of value 
generation as a user of DeFi systems Chaliasos et al. (2024). 

While there have been attempts to enhance the security of smart contracts by 
using techniques such as formal verification or manual auditing processes, they 
have similar limits regarding predicting attacks or defending against dynamic or 
complicated exploits. Moreover, many current solutions are reactive, finding and 
investigating potential attacks after the attack occurs, when we should rather be 
seeking proactive solutions to preempt and defend contracts against would-be 
attacks Zhang et al. (2024). 

In response to this gap, this research proposes a hybrid framework that 
combines blockchain and artificial intelligence (AI) in order to provide early 
detection of vulnerabilities and prevention of attacks against smart contracts in DeFi 
protocols. The framework executes predictive analytics enabled by deep machine 
learning algorithms to extract suspicious patterns of transactions and behavior of 
contracts, while further integrating security-oracles within the blockchain to 
implement real-time policies to manage risks and to prevent improper withdrawals 
of liquidity. 

This paper provides the following key contributions: 
1) A hybrid framework combining AI and blockchain capabilities to 

improve security of smart contracts. 
2) A proactive mechanism to detect and prevent liquidity drainage attacks 

on DeFi protocols. 
3) Testing of the proposed framework in multiple scenarios and 

demonstrating its effectiveness in containment of losses and 
restoration of user confidence. 

 
2.    LITERATURE REVIEW 

    In recent years, an upsurge of studies examining smart contract safety and 
challenges of decentralized finance (DeFi) protocols have emerged due to increasing 
cyber-crime targeting vulnerabilities in execution logic or liquidity schemes. This 
paper has focused primarily on many axes, ways to enhance internal safety of smart 
contracts and ways to develop smart response mechanisms - to model and predict 
attacks before they are launched Yaw (2025)-Sahu and Kumar (2024).  

Some works suggests, for example, that smart contracts in DeFi markets, have 
complex logical growth vulnerabilities that allow attackers to drain liquidity 
instantly, or use flash loans for illicit profit Deng (2024)-Knutsson and Engholm 
Flärd (2025). The research here calls for improvement on automated testing tools 
(static and dynamic analysis) of smart contracts to be able to find these 
vulnerabilities before they are deployed Dinh et al. (2025), but another is limited 
mostly within the context of assessing multi-stage dynamic attacks Liao et al. 
(2024). On the other side, some researchers have researched ways of examining 
transaction patterns in the network using AI and predictive analytics Paramasivan 
(2024)-Hossain et al. (2025). Using DNN or sequence learning comparison 
algorithms (LSTM, GRU), researchers have studied ways to find anomalous behavior 
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relative to a collective difference of key network indicators associated with DeFi 
transactions. The functioning of DNN models and the success of predicting 
anomalous behavior, leading to detection of attack behavior before they are fully 
executed, have shown much promise, but is mostly off-chain analysis and lacks real 
integration with Shaikh and Ramadass (2024), Dželihodžić et al. (2024). 

At the level of the blockchain itself, some work Pishdar et al. (2025)-Zou et al. 
(2025) has proposed developing new and more threat-aware consensus 
mechanisms, such as adaptive consensus or dual validation, which would help 
improve network response during an attack. Nonetheless, these models do not fully 
account for the complex interactions between financial layers (DeFi protocols) and 
AI.  

Recently, some studies Ekundayo et al. (2024)-Hasan et al. (2025) have started 
combining cyber threat intelligence (CTI) with predictive analytics, as a strategy for 
constructing proactive defenses against sophisticated financial attacks. These works 
have shown that increasing detection accuracy by over 95% can result from a 
combination of indicators of compromise (IoC) and smart models. Nevertheless, the 
majority of the works have not been tested in the DeFi environment, nor have they 
been integrated into blockchain consensus as a means of auto-moderation of smart 
contract transactions. 

There are many works that have been interested in using the blockchain 
combined with several other technologies, and the goal was also to preserve and 
secure data Jawdhari and Abdullah (2021)-Nahi et al. (2025). 

Based on the literature review, the gap in research demonstrates the lack of 
hybrid frameworks that bring together artificial intelligence (AI) and cyber threat 
intelligence based within the blockchain architecture itself, which can analyze data, 
predict attack intent, and moderate smart contract transactions in real time to 
mitigate liquidity drain during an attack. This gap is the primary rationale for the 
framework provided in this paper. 

 
3. PROPOSED SYSTEM  

The proposed methodology Figure 1 is grounded in a hybrid approach that 
combines artificial intelligence (AI) for predictive pattern analysis and threat 
detection, as well as a blockchain infrastructure along with a security oracle layer to 
enforce proactive security policies to mitigate exploits.  
Figure 1 

 
 Figure 1 The Proposed System 

https://www.digitalsecurityforensics.org/digisecforensics


Tackling Instant Liquidity Draining Attacks in DeFi Smart Contracts with Hybrid Blockchain-AI Solutions 
 

Journal of Digital Security and Forensics 41 
 

 
The architecture is composed of four main layers. 
 

3.1. DATA COLLECTION LAYER 
This layer collects logs from smart contracts (Smart Contract Logs), threat 

intelligence via CTI Feeds, and user transactions. 
 

3.2. THREAT DATA PROCESSING LAYER 
Data is cleaned and normalized and features that might indicate attack attempts 

are extracted Algorithm 1. 
Algorithm 1 

Algorithm 1 Threat Data Processing 

1) Input: SmartContractLogs, CTIFeeds, UserTransactions 
2) Preprocess all data (normalize, remove noise) 
3) Extract Features → ThreatFeatureSet 
4) Return ThreatFeatureSet 

 
3.3. PREDICTIVE ANALYTICS LAYER 
This layer uses deep AI algorithms (GRU, BiLSTM, GNN) to extract patterns and 

provides Predictive Threat Indicators (PTIs) Algorithm 2. 
Algorithm 2  

Algorithm 2 Predictive Threat Detection 

1) Input: ThreatFeatureSet 
2) Train GRU-BiLSTM-GNN hybrid model 
3) Predict PTIs (Predictive Threat Indicators) 
4) if PTI > Threshold then 
5) Trigger SecurityOracle 
6) end if 

 
3.4. SECURITY ORACLE LAYER 
The Security Oracle Layer receives PTIs and takes immediate action, such as 

freezing suspicious contracts, limiting transaction volumes, or sending an alert 
Algorithm 3. 
Algorithm 3 

Algorithm 3 Security Oracle Enforcement 

1) Input: PTIs from AI Layer 
2) if SuspiciousContract = True then 
3 Freeze (Contract) 
4) Limit (TransactionVolume) 
5) Alert (ConsensusLayer) 
6) end if 
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3.5. ADAPTIVE CONSENSUS LAYER 
The adaptive consensus layer changes the consensus mechanism based on the 

level of threat, e.g., raising the verification threshold or enabling multi-signature 
Algorithm 4 
Algorithm 4 

Algorithm 4 Adaptive Consensus Adjustment 

1 Input: Security Alerts from Oracle 
2 if Threat Level = High then 
3 Increase (Validation Threshold) 
4 Enable (Multi-Signature) 
5 else 
6 NormalConsensus () 
7 end if. 

 
3.6. BLOCKCHAIN NETWORK  
Lastly, secure transactions are executed, and secure DeFi protocols are 

managed based on data from above layers. 
 

3.7. OUTCOMES 
The DeFi ecosystem is kept resilient and secure while protecting from Liquidity 

Draining attacks. 
 
4. EXPERIMENTAL SETUP 

4.1. BLOCKCHAIN TESTED 
A testbed environment was established for testing DeFi protocols on a private 

blockchain ecosystem with virtualized infrastructure of 250 nodes. 
• The deployment of nodes was done with Docker and Kubernetes for 

horizontal scaling. 
• The architecture included Hyperledger Besu and Go-Ethereum (Geth) 

as the main execution engines of the smart contracts. 
• Smart contracts were implemented with liquidity pools and asset 

exchange functionality similar to popular DeFi platforms (Uniswap, 
Aave).   

 
4.2. AI ENVIRONMENT 
To accomplish predictive analytics. 

• Basically, used TensorFlow and PyTorch libraries to train machine 
learning models.  

• A hybrid model consisting of GRU-BiLSTM-GNN was built to perform 
analysis on the smart contract and transaction data.  

• The AI module was provisioned on an NVIDIA Tesla V100 GPU server 
for more efficient training and processing capabilities.   
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4.3. DATASETS  
A combination of 

1) Real-world data: Transaction logs from Ethereum public network, 
which were processed and converted to be compliant with a private test 
environment.  

2) Synthetic data: Generated to illustrate examples of malicious 
transaction payloads: 
• Liquidity Draining Attacks.  
• Flash Loan Attacks. 
• Reentrancy Attacks.   

    
4.4. MONITORING AND ANALYSIS TOOLS 

• Prometheus: To collect performance metrics (TPS, Latency, Fork Rate, 
Downtime). 

• Grafana: To create graphical Dashboards to show performance of a 
network during the experiments. 

• Elastic Stack (ELK): To analyze the logs and detect anomalies. 
 

4.5. ATTACK SCENARIOS 
We simulated four main attack types 

1) Liquidity Drain Attack: Draining all liquidity from a pool. 
2) Flash Loan Attack: Exploiting flash loans for price manipulation. 
3) Reentrancy Attack: Recursively executing functions within smart 

contracts. 
4) Hybrid Attack: Combining two or more attack types to simulate 

something similar to the DarkGate Ransomware scenario. 
 

4.6. EVALUATION GOALS 
During each test we measured throughput (TPS), the number of transactions 

per second, latency (Finality Time), the time takes to confirm transactions, fork rate, 
percent of blocks forked as a result of the attacks, and downtime, the percentage of 
total service downtime as a result of attacks. 

 
5. RESULTS AND DISCUSSION  

5.1. THROUGHPUT (TPS) 
  To determine the system's efficiency, we computed the transactions per 

second (TPS) in four primary scenarios, including the legacy system, Liquidity 
Draining attacks, Flash Loan attacks, and a hybrid attack Table 1 
Table 1 

Table 1 Throughput (TPS) Results 

Scenario Traditional Blockchain (TPS) Proposed Hybrid Model (TPS) Improvement (%) 
Normal Operation 820 1,920 134% 
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Liquidity Draining 
Attack 

540 1,620 200% 

Flash Loan Attack 600 1,780 196% 
Hybrid Attack 

(DarkGate-like) 
410 1,380 236% 

 
is the issue in determining how long it takes to finalize or settle transactions. 

Compared to the legacy system, the model dramatically reduces latency Table 2.  
Table 2 

Table 2 Latency Results 

Scenario Traditional Latency (ms) Hybrid Model Latency (ms) Reduction (%) 
Normal Operation 1,450 720 -50% 

Liquidity Draining Attack 2,100 680 -67% 
Flash Loan Attack 1,890 640 -66% 

Hybrid Attack (DarkGate-
like) 

2,600 640 -75% 

 
5.2. FORK RATE (ORPHAN BLOCKS)   
One measure of blockchain stability is the orphan block rate due to forks Table 

3.  
Table 3 

Table 3 Fork Rate Results 

Scenario Traditional Fork Rate (%) Hybrid Fork Rate (%) Improvement 
Normal Operation 12% 5% -58% 

Liquidity Draining Attack 22% 4% -82% 
Flash Loan Attack 18% 3% -83% 

Hybrid Attack (DarkGate-
like) 

28% 3% -89% 

 
5.3. DOWNTIME (SERVICE AVAILABILITY)   
Downtime caused by attacks was assessed against the proposed system Table 

4. 
Table 4 

Table 4 Downtime Results 

Scenario Traditional Downtime (%) Hybrid Downtime (%) Reduction 
Normal Operation 5% 2% -60% 

Liquidity Draining Attack 11% 1.80% -84% 
Flash Loan Attack 9% 1.60% -82% 

Hybrid Attack (DarkGate-like) 15% 1.50% -90% 

 
From the charts above, significantly better results can be observed with the 

suggested model, in which it reports +236% System throughput (TPS) in the case of 
worst-case attack scenarios. Latency was decreased by -75%. The fork rate 
decreased from 28% to 3%. The downtimes dropped from 15% to 1.5%, indicative 
of service continuity. 
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As illustrated in Figure 2. The hybrid system demonstrated an increase in 
transaction rate vs. the traditional system, while still under worst-case scenario 
(hybrid attack). The time it took to settle the transactions vs. the suggested system 
was reduced by 75%; hence, there is faster transaction time in DeFi environments. 
The rate of forks (orphan blocks) dropped from 28% to only 3% during the attacks, 
indicating greater stability. Also, the suggested model experienced less than 2% 
downtime during the hybrid attack, while the traditional completed its downtime at 
15%. 
Figure 2

 
Figure 2 Dashboard of Experimental Results 

 
5.4. EVALUATION METRIC 
The goal of this section is to assess the efficiency of the submitted hybrid 

framework in the Decentralized Finance (DeFi) ecosystem with the aid of a series of 
quantitative metrics that represent metrics that evaluate both blockchain efficiency 
and the effectiveness of the intelligent model for detecting attacks. These 
quantitative metrics aim to evaluate significant characteristics of the framework in 
response to time. 

 
5.4.1. THROUGHPUT (TPS) 
The results are shown in the Table 5 below 
Total number of transactions processed per second Formula: 
TPS = (Number of Completed Transactions) / (Time in Seconds) 

Table 5 
Table 5 Throughput (TPS) Evaluation 

Scenario Number of Transactions Time (s) TPS 
Normal Operation 19,200 10 1,920 

Liquidity Draining Attack 16,200 10 1,620 
Flash Loan Attack 17,800 10 1,780 
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Hybrid Attack 13,800 10 1,380 

 
5.4.2. LATENCY (IN MS)  
The results are shown in the Table 6 below 
The amount of time it takes for a transaction to receive its final confirmation 

Formula:  
= T_confirmation - T_submission  

Table 6 
Table 6 Latency Evaluation 

Scenario Submission Time (ms) Confirmation Time (ms) Latency (ms) 
Normal Operation 0 720 720 

Liquidity Draining Attack 0 680 680 
Flash Loan Attack 0 640 640 

Hybrid Attack 0 640 640 

 
5.4.3. FORK RATE (%)  
The percentage of orphaned blocks that occur due to an attack on the network's 

blockchain shown in the Table 7 below 
Formula; = (Orphaned Blocks/Total Blocks) × 100% 

Table 7 
Table 7 Fork Rate (%) Evaluation 

Scenario Total Blocks Orphaned Blocks Fork Rate (%) 
Normal Operation 5,000 250 5% 

Liquidity Draining Attack 4,800 192 4% 
Flash Loan Attack 4,900 147 3% 

Hybrid Attack 4,700 141 3% 

 
5.4.4. DOWNTIME (%) 
Total network downtime the results are shown in the Table 7 below, expressed 

as a percentage. Formula; Downtime = (Downtime duration / Total runtime) * 100 
Table 8 

Table 8 Downtime (%) Evaluation 

Scenario Total Time (min) Downtime (min) Downtime (%) 
Normal Operation 100 2 2% 

Liquidity Draining Attack 100 1.8 1.80% 
Flash Loan Attack 100 1.6 1.60% 

Hybrid Attack 100 1.5 1.50% 

 
5.4.5. DETECTION ACCURACY AND F1-SCORE (%) 
The results are shown in the Table 7 below. Calculated using the equations 

below: 
Accuracy = (TP + TN) / (TP + TN + FP + FN) 
F1 = (2 * Precision * Recall) / (Precision + Recall)  
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Table 9 
Table 9 Detection Accuracy and F1-Score (%) Evaluation 

Metric Value (%) 
Accuracy 97.5 
Precision 96.8 

Recall 98.2 
F1-Score 97.5 

In terms of quantitative results, it can be seen that the hybrid blockchain-AI 
framework accomplishes a clear decrease in liquidity-draining and flash-loan 
attacks. The throughput has seen an improvement. 

 
6.  CONCLUSION 

  This paper proposes a new hybrid framework which incorporates cyber threat 
intelligence and predictive analytics to enhance consensus mechanisms in 
blockchains securing DFi protocols. The findings show that the framework also can 
tackle classic problems such as inadequate attack response, lengthy settlement 
blocks, and greater rates of network forks. 

The results of the experiments showed the system proposed to have 
substantially better performance and resiliency achieved through improvement in 
transaction throughput, shortening settlement time and limiting fork rate, while still 
providing service during extreme attack conditions. 

Even though the proposed approach performed well, there are limitations, for 
example, extensive computing resources are required to train the models, plus 
quality of the CTI data must also be focused on by the organization developing the 
system  
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